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PRE-CONTRACTUAL INFORMATION ACCORDING TO REGULATION (EU) 2854/2023 ("DATA ACT") 

PURCHASE OF CONNECTED PRODUCTS AND RELATED SERVICES 

1. Object 

This information is provided by Riello S.p.A., with registered office in Legnago (VR), Via Ing. Pilade Riello, 
7, Tax Code and VAT number 02641790239, in the person of its legal representative ("Riello" or the 
"Company"), pursuant to and for the purposes of art. 3, 4 and 5 of the Data Act, to provide certain 
information relating to connected products (such as boilers, heat pumps, thermostats, etc.) and/or related 
services (such as Riello Apps, etc., together with connected products, the "Devices") that you (the "User") 
have purchased from the Company, directly or through third-party resellers. 

2. Type, format and volume of data 

The Devices generate data relating to temperature, pressure and technical parameters of the connected 
products purchased, including product settings, season of the year in which the product is in use, presence of 
technical blockages or problems, use of automatic or fixed programming, etc. In addition to the above, the 
Riello Apps also generate and collect data from the use of the Apps, including your username and password, 
time spent using the App, etc. (the data generated by Riello's connected products and Riello Apps are, 
collectively, the "Data"). 

Depending on the connection used, the Devices are able to generate and collect about 300 types of Data. Data 
is generated and collected directly from Devices: Unless otherwise stated in this policy, Devices do not 
disclose Data to third parties. 

3. Frequency of Data Collection 

The Devices are able to generate data continuously and in real time: this allows the User to monitor the 
operation of the Devices at any time and to act promptly in the event of blockages or malfunctions. 

4. Data Storage and Retention 

Once generated by the Devices, the Data is retained by the Company for 5 years after it is collected. Storage 
takes place in a dedicated cloud space , protected by adequate security systems, provided to the Company by 
a third-party provider (Amazon Web Services, "AWS"). 

5. Your Rights 

Under the Data Act, you have certain specific rights with respect to your Data: 

a. Right of access. The User can easily find the Data useful for the management and programming of the 
Devices through the Riello Apps, the installation of which is suggested at the time of purchase of each 
connected product. In addition to the above, the User has the right to access the Data in an easy, secure, 
free of charge, complete, structured, commonly used and machine-readable format and, where relevant 
and technically possible, continuously and in real time, on the basis of a specific agreement (or data 
sharing agreement) with Riello. This can be done on the basis of a simple request from the User, to be 
transmitted through the form available at 
https://www.riello.com/eu-data-act/data-access-form-user-data-sharing-agreement-for-users.
This is without prejudice to Riello's right to restrict or not allow access to the Data where this may 
compromise the security or operation of the Devices, as well as the safety and/or health of natural 
persons. The User's obligations to: (i) not use the Data obtained following an access request to develop 
a connected product in competition with the Riello connected product from which the Data originates; 
(ii) not use coercive means (including abusing any gaps in the Company's technical infrastructure 
intended to protect the Data) in order to obtain access to the Data; and (iii) not to use such data to 
obtain information about the economic situation, resources and production methods of the manufacturer 
or, if applicable, of Riello. 

b. Right to erasure. The User can also, through the Riello Apps, delete the Data and reprogram the 
connected product purchased, with the exception of certain Data that cannot be deleted as they are part 

https://www.riello.com/eu-data-act/data-access-form-user-data-sharing-agreement-for-users


of the default settings of Riello's connected products (including, for example, the parameters on the 
basis of which the connected product generates the "blocking" or "necessary technical assistance" 
alarm). For more information about the conditions of use and the quality of service of Riello Devices, 
please refer to the manuals provided by the Company at the time of purchase of the Devices and 
available on the www.hi-comfort.com website. 

c. Sharing Data with Third Parties. You also have the right to request that the Data be shared by Riello 
with third parties and to cease the sharing of Data already carried out by Riello with third parties, to 
the extent that this does not compromise the normal operation of the Devices. Please refer to paragraph 
7 of this policy below for more information about the parties with whom Riello may share Data. The 
User undertakes not to ask for the sharing of Data with a third party with the intention of developing a 
connected product in competition with the connected Riello product from which the Data originates. In 
the event that the User requests Riello to share the Data with third parties, Riello will make the Data 
available to such third parties on the basis of a specific agreement (or data sharing agreement) so that 
they are readily available, without undue delay, in an easy, secure, complete, structured and readable 
format and free of charge to the User, as well as, for the third party receiving the Data, under the 
conditions set out in art. 8 and 9 of the Data Act. 2 

d. Right to complain. Finally, the User may file a complaint for violation of the provisions of the Data 
Act, by contacting the competent Authorities, including the Courts. 

Riello undertakes to ensure the easy exercise of the rights indicated above by the User, without prejudice to 
their autonomy through the structure, design, functions or operation of the Devices. Information relating to 
any request for access to Data by a User will not be retained for longer than necessary for the proper 
execution of the request, as well as for the security and maintenance of the Company's data infrastructure. 

6. Contract Duration and Termination 

The Company's and User's obligations under the Data Act by virtue of the contract for the purchase of the 
Devices, will be effective for the next 10 years after the purchase of the Devices, without prejudice to the 
Company's and User's rights to terminate it early. For more information on how to terminate the contract, the 
User is invited to read Riello's general terms and conditions of sale, accepted at the time of purchase of the 
Devices. 

7. Data Controller 

The Data Controller for the purposes of this information is the Company, which can be reached at the e-mail 
address eu-data-act-access@carrier.com . We do not transfer or communicate Data to third parties through the 
Devices, unless this is strictly necessary to ensure the operation of the Devices (e.g., to the provider of the 
Data's cloud storage services  , AWS). 

If Riello places on the market a connected product or a related service produced by a third party, and if such 
third party controls access to the Data, Riello undertakes, in the event of requests for access to the Data by 
the User, to make such Users aware of the identity of such third party as the Data Controller, also making 
itself available to facilitate the possible exercise of the User's rights towards this additional owner. 
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